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Abstract

This Thesis examines the role that Automatic Number Plate Recognition surveillance plays
within policing and public reassurance. The Thesis is improvement orientated, exploring how
ANPR could become a more effective policing tool and highlights implications for future
policies and practice.

The first two chapters set the context for the research, explaining what ANPR is, its place
within criminology and gaps in research addressed in the Thesis. The literature review calls
for a better understanding of ANPR’s potential and role as an investigative tool and an
examination of the public’s views about ANPR surveillance. In the third chapter, reference is
made to available methods used to address such objectives.

Chapters Four, Five and Six present the results emerging from the empirical work in this
Thesis. Chapter Four is concerned with police perceptions regarding current ANPR practice.
The thesis highlights the complexity of translating policy into practice in the current political
and economic climate, where objectives and priorities dictated by the government are
constantly shifting. Continuing its improvement orientation, Chapter Five covers public
perceptions about ANPR and outlines ways to address the balance between privacy and
security without endangering both. The potential impact of ANPR on crime and ways to
measure it is the topic of Chapter Six, which argues that establishing a causal link between
ANPR and crime is not a straightforward process. The concluding chapter talks about the
implications of the study and any interesting future avenues for research.

The emerging findings from this research sit uncomfortably with the opinions and predictions
of both supporters and opponents of ANPR alike and shed light not only on the management
and use of ANPR by the police in Britain, but also on many of the ethical issues raised by the
emergence of new surveillance technologies.
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‘Those who would give up essential Liberty, to purchase a little temporary Safety, deserve neither
. Ny
Liberty nor Safety.

Chapter One
ANPR in the Spotlight

‘Britain is to become the first country in the world where movements of all vehicles on the roads are
recorded. [...] Using a network of cameras that can automatically read every passing number plate,
the plan is to build a huge database of vehicle movements so that the police and security services can

. . 2
analyse any journey a driver has made over several years’”.

1.1. Introduction

This statement brings to mind almost inevitably images of a society under total surveillance,
of ‘Orwellian nightmares’ and fears about a ‘Big Brother state’. While the government uses
the language of safety and security, claiming that ANPR targets the wrongdoers and reduces
crime, critics argue that the police use of ANPR surveillance may breach privacy and human
rights laws®. Although it is easy to be carried away by the ‘apocalyptic vision’ of critics of
new policing technologies or by the publicity of their effectiveness in reducing crime’, the
truth is, however, that technologies like this are both a ‘burden and a blessing’6. Indeed
surveillance has two ‘faces’’: it not only has the potential to be ‘protective and enabling’, but

it can also be intrusive and deeply implicated in the structure of the ‘totalitarian rule’®.

Automatic Number Plate Recognition (ANPR) is certainly one of the emerging enhanced
technologies which enable the rapid recovery, matching, identification and real time tracking
of vehicles and people through public space. Mass ‘dataveillance’ is now a reality, with large

groups of people being monitored in the name of security to identify particular sub-

" Quote first used by Benjamin Franklin in a letter written on 11™ November 1755, ‘Pennsylvania Assembly:
Reply to the Governor’, printed in Votes and Proceedings of the House of Representatives, 1755-1756
(Philadelphia, 1756), pp. 19-21. Quote taken from Labaree and Ketcham (Eds.) (1963: 242).

* Connor (The Independent, 22™ December 2005).

? Goold (2004: 5).

* Macdonell (2006). See also the annual reports of the Chief Surveillance Commissioner (2006, 2007).

> Chan (2003: 656).

% Postman (1992: 4-5).

7 Lyon (1994: 201).

¥ Norris and Armstrong (1999: 5).
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populations of interest to the police and allied security organisations. Anonymous travel is
quickly becoming a thing of the past, with an increased risk of losing any rights to ‘locational
privacy’’. This raises questions like: Can we have privacy and security at the same time or is
one sacrificed for the other? If we have to give up privacy for the sake of security, how
effective are such surveillance technologies in providing this security? In other words, is
ANPR worth the public money and the restrictions to one’s civil liberties? Indeed the
potential, direction and the policy intent (deliberate or otherwise) appear to be pushing us

towards a ‘Big Brother’ state.

Automatic Number Plate Recognition was implemented by police forces in their efforts to
control crime and maintain public order. ANPR is typically used in the hope that it will help
to detect and deter document offences'’ and acquisitive crime, as well as more serious
incidents such as kidnapping, murder and terrorist attacks. It is also hoped that public
confidence and reassurance will be improved. However, despite the wide use of ANPR
technology in the UK, little is known about its effectiveness in addressing these aims or the
extent to which it provides value for money. It is important that we become more aware of
the full implications of these crime fighting tools, of the impact they can have on policing and

crime, as well as their wider socio-political and ethical implications.

Firstly, what exactly is ANPR and what does it do? Before looking in more detail at the
background, scope and objectives of this Thesis, it might be useful at this stage to familiarise
the reader with the topic of research. This introductory chapter commences by defining what
is understood in this research by the term ANPR. This is followed by a discussion of the
rationale for the study, including a brief account of the current state of research on ANPR and
the research objectives of the Thesis. The chapter concludes with an overview of the Thesis’

structure.

? Blumberg and Eckersley (2009). See also Clarke and Wigan (2008) on the ‘deep’ privacy impact of ‘location
technologies’.
' Driving without valid insurance, MOT, licence are typically referred as ‘document’ offences.
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1.2. Whatis ANPR?

Before explaining the motivations and scope of this research, it is important to introduce the
reader to the main concepts used throughout the thesis. ‘ANPR’ stands for Automatic
Number Plate Recognition. Automatic number plate recognition is defined as a ‘surveillance
capability that uses mobile and fixed road-side sensors to read vehicle number plates and
instantaneously cross-match them with information and intelligence held on the Police
National Computer and linked systems’"'. The purpose is to identify stolen vehicles used in

crime or which are in violation of some other law.

Simply explained, ANPR ‘reads’ vehicle registration marks (VRM), commonly known as
number plates, from digital images captured by ANPR cameras. Depending on the
specifications of readers and cameras, ANPR can read up to 3,600 number plates per hour.
The images captured include a ‘plate patch’ (the photograph of the number plate) and an
overview image (which includes a photograph of the vehicle). The plate image is converted
to text using optical character recognition (OCR) technology. Once the number plate is
converted into text, the ANPR system stores it in a database. An electronic log of vehicle
movements with date, time and location is created. While the system is only designed to read
the plate, the software enables a search to be made for the plate in a variety of databases,

providing feedback to the operator in seconds, if required'?.

1.2.1. The ANPR process: cameras, hotlists and hits

ANPR systems can use existing CCTV cameras'?, traffic cameras or cameras specifically
designed for the task. While the police have focused on applications of ANPR based on these
three platforms, less common types of systems are also used, such as portable, hand held and
helicopter based ANPR. An illustration of common types of cameras used in conjunction

with ANPR systems is presented in Figures 1.1 and 1.2 below:

"'NPIA (2009: 10).

'2 ANPR is a tool with a multitude of applications, including operational policing, vehicle road tolling and
traffic control, monitoring of shopping centres and private estates, control of parking and petrol stations
forecourts, defence installations and high security applications.

BCCTV (Closed Circuit Television) is a system in which a number of video cameras are connected in a closed
circuit or loop, with images produced being sent to a central television monitor or recorder (Goold, 2004: 12).
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Figure 1.1 ‘Fixed” ANPR*

*—| CCTV Camera

ANPR overview
camera

ANPR infrared
cameras

Figure 1.2 ‘Mobile’ ANPR: Spectrum van*

*These pictures were released to the public domain or to the researcher who was given permission to

use them for the purpose of the study

15



Although ANPR systems use CCTV cameras, this is not to say that CCTV is analogous to
ANPR. The CCTYV system usually captures and records moving images of pedestrians, bikes,
cars etc, while ANPR captures only still images of the vehicle and its number plate and
records the number plate data in the form of a text. Typical limitations encountered by the
ANPR systems, which will be briefly explained next, suggest that ANPR works best with

CCTYV when different but complementary sets of cameras are used.

Databases typically used by the police in connection with ANPR systems are also known as
‘ANPR hotlists’. The most common ANPR hotlist is the Police National Computer (PNC).
This includes vehicles that have been stolen or those linked to crime. However, other
databases are also used to create ANPR hotlists including:

e The Local Police Force Intelligence Systems hotlist which comprises vehicles of
interest based on the local intelligence within a force;

® The Counter Terrorism hotlist, which is compiled by the National Joint Unit (NJU)
and consists of vehicles that are of interest to Force Special Branch and other
government agencies in relation to terrorism;

e The Driver and Vehicle Licensing Agency (DVLA) hotlist which includes all vehicles
without a valid excise licence or registered keeper and the Motor Insurance Database
Application System (MIDAS) hotlist comprising all vehicles without a valid
insurance policy.

e  Other In-force hotlists which are developed at force level and used more on an ad hoc

basis to support targeted operations or to address specific crime problems in an area.

ANPR systems produce two types of data, ‘read’ data and ‘hit’ data. ‘Read’ data contain all
number plates identified and recorded by the system; ‘hit’ data contain number plates that

have a hit against one of these databases (ANPR hits).

Within policing, ANPR systems link to a central server called the Back Office Facility
(BOF). The time, date, location and direction of travel of the vehicle, the image of the
number plate (‘patch plate’) and in some cases the image of the vehicle and the driver are
stored within the Back Office. The Back Office enables hit and read data to be searched for
analysis. Systems are equipped to produce instantaneous warnings for ‘hit’ data/vehicles,

which in turn assist the operators in their decisions and actions to take forward.
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1.2.2. Technological limitations

Although the ideas behind ANPR are simple, putting them into practice is more challenging.
The main difficulty is to enable the capture of a clear image of the number plate, irrespective
of light conditions, speed of the vehicle or the conditions of the number plate. It would be
wrong to assume that all ANPR systems can be used in the same way or generate the same
results. Some systems work with lower specs cameras producing lower quality images and
less accurate reads. Newer ANPR cameras have enhanced specifications, with infrared
capabilities to enable reading number plates and taking photographs in poor light conditions
or at night. It is believed that the overall read rates for ANPR are 90% to 94%, in ideal
conditions and supported by high quality modern systems. However, additional factors such
as tow-bars, increased reflective properties of the number plate’s lettering, dirt, cloned or fake
number plates could lead to significant levels of misreads. The older ANPR systems have
been notably unreliable (with performance rates between 60% and 80%), being heavily
criticised for misreading number plates and generating ‘hits’ on innocent drivers. Although
ANPR technology has developed considerably over the last few years, concerns about the
accuracy and reliability of ANPR systems remain'®. Media reports of misidentification
coupled with fears of the loss of ‘locational privacy’" have raised concerns amongst the

public and this Thesis seeks to explore these issues.

14 Parking Trend International (June 2008), available from:
http://www.parkingandtraffic.co.uk/Measuring%20ANPR %20System%20Performance.pdf. For information
about the congestion charging system in London, go to http://www.thisislondon.com/news. Last checked
October 2009.

' Blumberg and Eckersley (2009) define ‘locational privacy’ as the ability of an individual to move in public
space with the expectation that under normal circumstances their location will not be systematically and secretly
recorded for later use.
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1.3.  Why ANPR? Motivations and scope of the research

This research is based on a collaborative studentship between the University of Huddersfield
and West Yorkshire Police, which part-funded the study. West Yorkshire Police recognised a
need for a more systematic examination of the use of ANPR technology particularly with
regards to crime investigations and intelligence development, in order to tackle crime and
disorder more efficiently. West Yorkshire Police facilitated the researcher with access to a
number of data sources and key stakeholders in the ANPR arena both at local and national

level.

The research also stems from a general interest in criminology and a more specific concern
for activities which come under the umbrella of surveillance technologies. While there is an
abundance of literature on CCTYV, there has been little academic attention afforded to the
implications of advanced CCTV systems such as ANPR on policing, crime prevention, public
reassurance and civil liberties. Research on ANPR identified at the time when this Thesis was
started (April 2006) was limited to just few studies commissioned by the Home Office Police
Studies Unit (PSU) with support from the Association of Chief Police Officers (ACPO) and
Her Majesty’s Inspectorate of Constabulary (HMIC)'®. These were informally called the
‘Laser’ evaluations (Laser 1-4), with only Laser 2 being released into the public domain
(published by PA Consulting Group in 2002). More specifically, this body of literature
looked primarily at the police use of ANPR technologies across England and Wales in the

context of operational policing and ANPR-enabled intercept teams.

While these studies provide valuable information on ANPR and add to our understanding of
how ANPR works, they are limited in scope and quality. There is a paucity of research
examining how the police have embraced this new surveillance technology, or whether
ANPR is effective in reducing crime and fear of crime. According to the ANPR Strategy for
the Police Service 2007/2010", one of the justifications for the use of ANPR is to increase
public confidence, which is an area that has been completely overlooked by current research
and academic papers. Given the extensive developments in surveillance technologies in the
UK and fears about an emerging ‘Big Brother’ state on the one hand and extensive

investment from the government in crime prevention measures such as ANPR on the other,

18 For future reference, the acronyms ACPO, NPIA and Home Office PSU will be used.
7 ACPO (2007).
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there is a clear need to investigate the effectiveness of ANPR as a policing tool, but also to
explore the wider socio-ethical implications of using ANPR. The use of ANPR brings with it
responsibility and accountability, as well as expectations of effectiveness and value for

money.

This is even more the case given that the investigative and intelligence use of ANPR are
becoming increasingly important in the current political and national security context. The
thinking behind policing strategies at a national level is to find more comprehensive ways to
effectively address issues such as terrorism and serious and organised crime. This involves
embedding ANPR into mainstream policing and using ANPR more as an aid to crime
investigations and a means to developing intelligence, which — as will be argued throughout

the Thesis —is ANPR’s ‘Achilles’ heel’.
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1.4. Research objectives

This Thesis seeks to redress some of these gaps in research and knowledge with regards to
ANPR. Drawing on three years of field research with the police and the public (that included
the capture of primary data through participant observation, interviews, electronic and postal
surveys, focus groups), crime data analysis and secondary analysis of police records, this
Thesis presents the findings of an extensive study of ANPR and its role within policing and

public reassurance.

The primary objective of this Thesis is to explore the advantages and limitations to ANPR as
perceived by the police and the public with a view to inform future development and policies
and improve ANPR’s effectiveness in reducing crime and reassuring the public. The Thesis is
not an impact evaluation of ANPR. More specifically, this Thesis’ objectives are to:

e Explore the criminological theory behind the use of ANPR;

¢ Examine common practice in the police use of ANPR in the UK;

e Explore ANPR’s potential as an investigative and intelligence policing tool;

¢ Investigate the extent to which opportunities presented by ANPR are fully exploited;

e Explore ANPR’s impact on crime;

e Explore the public’s view with regards to ANPR surveillance;

e Suggest recommendations regarding the police use of ANPR and implications for

future policy and practice;

¢ Identify future avenues of research.

Research of this nature is important in the context of police effectiveness and accountability.
A better understanding of how ANPR works and how it is perceived would be of obvious
interest to the police and other agencies with policy remit involved in the development and
future funding of ANPR. This research is important for not only will it explore how police
practice could be improved, but it will also flag up some of the issues surrounding the

measurement of ANPR’s impact on crime.
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1.5.  Structure of the Thesis

In this concluding section, a brief outline of the remaining chapters is provided. The first
major question that this Thesis addresses is how ANPR fits within broader crime theories.
ANPR, like CCTV, is a surveillance technology with a rationale based, on the one hand, on a
situational approach to crime and contemporary opportunity theories, and on the other hand
on principles of the ‘Panopticon’ and modern control theories. Thus Chapter Two places
ANPR within a wider surveillance and crime prevention context and explores the
criminological theories which might explain how ANPR can reduce crime, issues largely
overlooked by the academic literature. The chapter moves on to highlight the deficiencies of
the literature and concludes with a list of research questions, some of which this Thesis seeks

to address.

Chapter Three describes the research methodology and justifies the selection of certain
methods over others. It also describes the stages involved in the research and highlights a
number of issues relating to the research process, research facilitation and field-based

research in a police environment.

Chapters Four, Five and Six include the empirical results of the research. Chapter Four
presents police perceptions, knowledge and experience about ANPR, exploring the balance
between ANPR’s potential and use as an investigative and intelligence tool. The main
impediments to ANPR’s effectiveness are highlighted here with the view to identify areas
where further work or guidance might be required to optimise the benefits of ANPR in all

areas of policing.

Chapter Five turns its attention to how the public respond to the introduction of ANPR in the
UK and how they perceive its role as a crime prevention tool. This chapter examines in detail
the public’s view on the police use of ANPR surveillance, a process which was both

literature-led and informed by field research (public opinion survey and focus groups).
Chapter Six explores the extent to which traditional ways of measuring an intervention’s

impact on crime could be applicable to new surveillance technologies such as ANPR. The

chapter presents the findings of a study exploring changes in police recorded crime following
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the introduction of ANPR and highlights the main challenges to the process of measuring

ANPR’s impact on crime.

The final chapter of the thesis, Chapter Seven, draws together the lessons from the earlier
chapters and describes the theoretical, methodological and practical contribution of the study.
The chapter also outlines the implications of the study, research limitations and any

interesting future avenues for research.
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Chapter Two

Literature Review

2.1. Introduction

In order to fully understand ANPR and its impact on policing, the theoretical background to
ANPR and its development as a policing tool are first discussed. Where does ANPR fit into
the world of surveillance and the area of policing and of crime detection? Why might we
think that ANPR works? To answer such questions we need to explore the theoretical
justifications for surveillance technologies, tracing for example their roots in opportunity or
crime theories. The rise of surveillance technologies has implications both for criminology
and wider society and these are discussed in this chapter. This chapter places ANPR within
the wider sociological and criminological context and reviews the literature on this subject.
The chapter concludes with a list of important questions for further investigation, some of

which this thesis seeks to address.
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2.2.  Surveillance: from Sun Tzu’s spies to CCTV and beyond

In a broad sense, surveillance means ‘watching over’ someone or somethinglg. Surveillance is
an old phenomenon, an intrinsic part of human interaction. When Sun Tzu wrote ‘The Art of
War’ 2500 years ago, he discussed the role of spies in the battle against enemies. Since then,
surveillance has evolved to the point where it involves the systematic monitoring and
recording of behaviour, movement or affairs of people for security or social control purposes.

Surveillance nowadays is so pervasive, it has almost become routine:

‘We live in a surveillance society. It is pointless to talk about surveillance society in the future
tense. In all rich countries of the world everyday life is suffused with surveillance encounters,
not merely from dawn to dusk but 24/7. It is not just that CCTV may capture our image
several hundred times a day or that check-out clerks want to see our loyalty cards in the
supermarket. It is that these systems represent a basic, complex infrastructure which assumes

that gathering and processing personal data is vital to contemporary living. o

While some forms of surveillance have always existed, the development of information
technologies and advanced electronics has brought surveillance to a completely new and
extended level of operation. This new surveillance assisted by information and computer
technology (‘surveillance technology’) is fast, varied, controlled, coordinated and in some
cases automated. Examples of everyday surveillance include visual (e.g. CCTV) and aural
surveillance (e.g. audio bugs, microphones, telephone taps), electronic surveillance of people
and their goods (offender tagging, in-car satellite tracking devices, radio frequency
identification in clothes) or the surveillance of individuals through the ‘traces’ they leave
behind on a daily basis, also called ‘data trail’ or ‘dataveillance’® (e.g. identity cards and

passports, credit and debit cards, loyalty cards, cell phones, e-mail and the internet).

The increase in the use of surveillance technologies over the last fifty years has been

phenomenalzl. Amongst these, the most striking example is the development of CCTV in the

' Definition provided by Merriam-Webster’s Online Dictionary, available from: http://www.merriam-
webster.com/dictionary/surveillance. The word ‘surveillance’, of French origin, comes from ‘surveiller’ which
means ‘to watch over’.

1 Ball and Wood (ed.) (2006: 1).

20 Clarke (1988).

2l Chan (2003). See also Graham (1998); Lyon (2001), Marx (2001, 2002) and Nunn (2001).
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United Kingdom, where the spread of this surveillance technology has surpassed any other
country in the world. The history and development of CCTV falls beyond the remit of this
thesis, however, the underlying theoretical concepts and evidence of effectiveness will be
highlighted in this chapter, as ANPR, like CCTV, is a surveillance technology with a
rationale based, on the one hand, on a situational approach to crime and contemporary
rational actor theories, and on the other hand on principles of the ‘Panopticon’ and modern
control theories. It is, however, important to highlight that it is the increase in the use of
CCTV that influenced the development and rise of more sophisticated and advanced

surveillance systems such as ANPR and facial recognition for example®.

As surveillance is an implicit characteristic of modemity23, surveillance methodologies adapt,
spread and develop accordingly. Technologies which were originally developed and used by
the military have extended into the private sector and the law enforcement arena. Modern
surveillance technologies are highly sophisticated, globally widespread and under constant
scientific development. A wide range of surveillance technologies has evolved, including
digitised, algorithmic surveillance (e.g. ‘smart CCTV’ enabled with facial, movement or
number plate recognition technologies), monitoring and tracking using detection sensors (e.g.
heat, light, motion, sound and smell) and the increased use of biometrics and advanced

computer techniques (e.g. finger and hand print recognition, iris scanning, DNA tests)**.

‘Algorithmic surveillance’ involves the use of automatic step-by-step instructions, also
known as algorithms®. Algorithms link together to create software which is used to exploit
raw data, generating systems that can basically classify and store simple data, or more
complex systems that compare and match the data, even predicting and reacting to events’.
Surveillance technologies are indeed becoming more sophisticated and complex, with more
digital and algorithmic features. One such example is the development of Automatic Number
Plate Recognition Systems (ANPR). The introductory chapter explained that ANPR systems

are equipped to read vehicle number plates, match them against a variety of databases and

2 Goold (2004: 18-19).

# Ball and Wood (ed.) (2006: 1).

# Marx (2001: 1).

* The term ‘algorithmic surveillance’ was first used by Norris and Armstrong (1999), but the origins of the
word ‘algorithm’ can be traced back to the 9™ Century Muslim mathematician Muhammed ibn Musa al-
Khwarizmi (Graham and Wood, 2003: 253).

%% Graham and Wood (2003); Introna and Wood (2004).
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produce automatic warnings for vehicles of interest to the police. ANPR is a form of

algorithmic surveillance as it can classify and store, compare and match, predict and react.
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2.3.  Sociological perspectives: ANPR in a wider surveillance context

Sociological explanations for video surveillance (particularly CCTV) often invoke the
metaphor of the ‘Panopticon’, the image of a ‘maximum surveillance society’ or of a ‘Big
Brother’ state’’. The Panopticon was an architectural design of a prison developed by Jeremy
Bentham in the late eighteen century (1791) in which prisoners were to be held in cells
around the edge of a circular building for the purpose of being observed from a centrally
elevated watch-tower. The scenario implied that all prisoners were subject to surveillance by
an observer, while the observer remained unseen by those being observed. The purpose of the
panopticon was not only to facilitate the supervision of prisoners from a centralised location,
but also to create obedience and conformity through the fear and uncertainty of being
watched; an ‘expression of power’ which aimed to cultivate self-discipline and self-control .

Bentham argued that his design of the Panopticon could be applied beyond prisons, to any

place where people are kept under supervision (e.g. work, hospitals).

Over one hundred and fifty years later, the French philosopher Michel Foucault drew on
Bentham’s ideas, including his own design of the Panopticon. In his book ‘Surveiller et
punir: Naissance de la prison’ (1977), Foucault used the Panopticon as a symbol of all new
surveillance techniques introduced in the early nineteen century which enabled a small
number of people to control and observe (‘surveille’) a large mass of people. According to
Foucault, the power generated by this architecture had influenced not only the prison, but
other social institutions, such as hospitals, schools, military barracks and factories””. He
predicted that in the future the principles of the Panopticon will expand to non-institutional

spaces and populaltions3 0,

2.3.1. Does ANPR bring us closer to a total surveillance society?
Although the rise of surveillance technologies invoke images of a ‘Big Brother’ state”', we
should be cautious before automatically applying Foucault’s concepts to CCTV and ANPR.

The spread of such systems does not in itself mean that a totalitarian state is about to appear.

7 The ‘Panopticon’ is a concept developed by Jeremy Bentham. See his ‘Writings’ in Bozovic (ed.) (1995).
% Hier et al. (2006: 231).

* Norris and Armstrong (1999: 6).

% Smart (1985).

' As Goold (2004: 5) argues, ‘it is rare to find a critical discussion of policing and electronic surveillance that
does not at some point either invoke the image of “Big Brother” or rely on metaphors drawn directly from the
world of Nineteen Eighty-Four.
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Some will argue that the disciplinary potential of Foucault’s Panopticon or Orwell’s ‘Big
Brother’ is at its peak only when combined with ‘techniques of behaviour modification,

32 Others stress that for CCTV surveillance to be ‘total’, it

indoctrination and socialisation
has to have the power to observe (anybody, anywhere, anytime) and classify individuals;
people need to be aware of being watched and there has to be a certainty of response from

authorities to acts of non-conformity™”.

ANPR is certainly an enhanced technology enabling the rapid recovery, matching,
identification and real time tracking of vehicles through public space. However, whilst the
Orwellian nightmare of a ‘maximum surveillance society’ remains, we should not yet be
resigned to technological determinism. This thesis will argue that at present there are
significant technical, operational, governance and institutional problems which hamper its
realisation. The potential, however, is ever-present in the technology. Being digital and
automated, ANPR systems have an increased capacity to store and analyse data; an increased
ability to identify suspects without having to watch for behavioural patterns. In most cases,
the population subject to CCTV surveillance (open street systems) is unknown to the
observers so they cannot systematically identify and classify people in public space®*. Most
CCTYV systems cannot (yet) routinely link a person’s image to a database. CCTV cameras can
be linked to facial recognition software and match facial features against a database of known
suspects or offenders, but these systems are still in their infancy®. While the population
subject to typical CCTV surveillance is largely anonymous, non-documented, non-classified
(and thus less likely to induce anticipatory conformity)*®, most of those watched by ANPR
cameras are already known to those who are watching. ANPR cameras are linked to
databases comprising information on the entire registered driving population. However, stand
alone ANPR systems have their disadvantages over CCTV. Firstly, they are limited to the
driving population; they cannot ‘watch’ everything and everybody. Not only is ANPR limited
to cars, but the information on the known driver of the car of interest can be inaccurate, as the
driver may not be the registered keeper of the vehicle or the databases used in connection
with ANPR may not be up to date at the time when the system cross-checks the information

regarding the vehicle registration number.

32 Norris and Armstrong (1999: 6).

33 Norris and McCahill (2006: 115).

** Norris and Armstrong (1999: 91-2).

 In the UK, The London Borough of Newham has a facial recognition system built into their CCTV systems.
The system is piloted in two other British cities, Birmingham and Manchester (Meek, 2002).

% Norris and Armstrong (1999: 94).
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ANPR systems can match, analyse and disseminate personal data at high speeds. As will be
argued throughout the thesis, the development of a national ANPR centre, where all ANPR
related intelligence are to be stored, is the proof that the information gathered by ANPR could
be networked and shared and there is the potential for any driver in the UK to be under
surveillance at some point in time. These are some of the reasons why ANPR could bring us

. . . 37
closer to a ‘maximum surveillance society’”".

One of the main limitations, however, both with regards to CCTV and ANPR systems, is the
extent to which these surveillance systems generate an ‘authoritative reaction to non-

conformity’ 3

. Studies about CCTV surveillance indicate that this is affected by poor
integration, which generally means that the majority of systems are not monitored on a
regular basis and that CCTV staff have other responsibilities or do not watch all the cameras
all the time®. This thesis will argue that this is the case with ANPR surveillance. An uneven
balance between resources available and the amount of hits generated by the systems can
result in low response rates, hence affecting the response to ‘non conformity’. For an

illustration of differences between CCTV and ANPR, see Table 2.1 below:

7 New sophisticated technologies close this gap even further. The face recognition technology developed by
NEC enables cameras to identify drivers and passengers in their cars by taking a picture of the driver and
compare with photos from the driver licence database to find a match. These cameras can be linked to ANPR
systems which conduct further checks on the person and their driver licence. The system has been already used
by border police in places like Hong Kong. The British Police are currently at the testing stage of this
technology. Story available from: http://www.autoexpress.co.uk/news/autoexpressnews.

38 Dandeker (1990: 40-1).

% Norris and Armstrong (1999).
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Table 2.1 Characteristics of ANPR and CCTV

ANPR CCTV
Digital Mostly analogue*
Algorithmic and automated Manual*
Increased capacity of storage & analysis Limited storage of data*
One moment in time Continuous recording
Fast Slow*
Automatic recognition and tracking Manual tracking*
Identities** Images of people, cars, places
Known population** Anonymous
Tracking of vehicles Tracking of vehicles and people
Low coverage, limited to roads Extensive coverage, incl. pedestrian areas
Driving population Everybody
No need to monitor behaviour Constant need to monitor behaviour
Reduced number of operators; reduced High nu{nber of czpe.r ators; highly ski.lled; danger
‘operator’ bias (automatic detection of suspects) of “operator ‘b.1as (operatgr decides on
suspicious behaviour)

* However, more digital CCTV systems are currently installed. Digital CCTV is more effective
and more reliable. The data are digitally recorded and stored instead of being recorded onto video
tapes, hence there is scope for increased storage, speed in processing and analysing the data.

** Certainty about identities is highly dependent on the accuracy of the read and the information

stored on databases used in connection with ANPR systems.
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2.4. Criminological perspectives: ANPR in a wider crime prevention context

From a criminological point of view, surveillance technologies are concerned with the
prevention, detection and, ultimately the reduction of crime. This section will review
different forms of crime reduction and appropriate criminological theories in an attempt to

explain the rationale for the police use of ANPR.

While crime reduction refers to ‘any activity to decrease the frequency and/or seriousness of
criminal and related events’, crime prevention refers to the methods used to intervene in the
‘causes of crime and disorder events to reduce the risk of their occurrence and the potential
seriousness of their consequences’*’. Some criminologists talk about ‘primary’, ‘secondary’
and ‘tertiary’ crime prevention, where ‘primary’ refers to the prevention of the crime event,
‘secondary’ to the prevention of criminality amongst those at risk of becoming offenders and
‘tertiary’ refers to the prevention of continued criminal behaviour amongst those already
offending®’. Others distinguish between ‘situational’, ‘community’ and ‘developmental’
crime prevention“. Some criminologists have gone even further, identifying eleven types of
preventative intervention, each of which addressing more immediate or more remote causes

of crime™®.

‘The potential scope of prevention is vast and the means of capturing it highly various. This
presents a challenge for the practitioner attempting to reduce crime, for the crime scientist
trying to develop effective means of reducing crime and for the criminologist attempting
critically to make sense of policies and practices defining crime problems and responding to

them.**

At the broadest level, however, there are two main approaches to explaining criminal
behaviour — the dispositional and situational approaches - each with different implications for

crime prevention™®.

40 Ekblom (2005: 204).

4 Brantingham and Faust (1976).

** Tonry and Farrington (1995).

* Ekblom’s (2005). For a good description of different types of crime prevention and theories supporting these
approaches, see also Tilley (ed.) (2005) and Maguire, Morgan and Reiner (ed.) (2002).

* Tilley (2005b: 4-5).

> Sutherland (1947).
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Dispositional prevention, which is sometimes referred to as ‘social prevention’, seeks to
change offenders’ fundamental criminality by eliminating or ameliorating the ‘root’ causes of
crime which are believed to be the reason for ‘criminal dispositions’. Crime is a result of
inherited personality traits and upbringing or deprivation resulting from socio-economic and
cultural disparities such as unemployment, poverty and social disorganisation. For advocates
of dispositional prevention, the only way to affect crime is to address these causes, rather
than the situations in which crime occurs®. However, dispositional theories have been
criticised for focusing solely on the offender without considering differences in motivation
for committing different types of crimes*’ or for mistaking correlations between various
factors with the causes of crime and criminal behaviour. The effectiveness of dispositional
crime prevention interventions has been questioned mainly because of the difficulty in
evaluating such a broad range of inputs in terms of a long-term outcome and the poor quality

of evaluations of community prevention strategies .

2.4.1. Principles of situational prevention

An increasing awareness of the limitations of strategies based only on dispositional factors
encouraged academics to consider other explanations for crime. While proponents of ‘social
crime prevention’ focussed on the dispositional determinants of crime (‘why?’) and measures
designed to reduce criminal motivation, in the last three to four decades criminologists have
turned their attention to the situational determinants of crime (‘where?’, ‘when?’, ‘who?’,
‘what?” and ‘how?’) and proposed preventive measures to reduce the opportunities for crime.
Crime and the current dynamics/situations of crime became the object of interest. Situational
crime prevention thus focuses on reducing the opportunities for crime - rather than changing
the characteristics of offenders - and modifying the environment or situation in which a crime

usually occurs®.

Support for a situational approach to crime prevention was provided by a study investigating

rates of suicide in England and Wales during the 1960’s and early 1970°s™. It found that

4 Clarke (1980: 137-146); Clarke and Mayhew (1988: 82).

47 Clarke (1980: 137).

* Tonry and Farrington (1995). It is argued that programmes to provide ‘treatment’ for offenders and reform
their behaviour have not been particularly successful. Criminologists such as David Matza (1964) have argued
that offenders may even be encouraged by a society which appears to appreciate, if not actually condone, their
actions.

9 Poyner (1983: 5).

%0 Clarke and Mayhew (1988).
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suicide rates declined significantly following the change from coal gas (toxic) to North Sea
gas (less toxic). This change in the opportunity to commit suicide led to an immediate and
lasting reduction in the number of suicides. It was argued that if such a situational change
could affect the acts of desperate people considering suicide, then the role of opportunity
must be much more powerful for less deeply-motivated deviance, such as theft and violence.
However, the development of this approach needs to be understood in the context of the
political programmes with which it is aligned and in particular the work of Ron Clarke and
the Home Office Research and Planning Unit in the late 1970s and early 1980s”'. Situational
crime prevention became a popular approach as it used economic language such as rewards,
risks, demand and supply which fitted well with the ideology of the Conservative government
at the time. Not only were the ‘situational’ interventions typically short-term and relatively
inexpensive compared to ‘social’ programmes, but it was strongly believed that they provided
practical solutions, rather than simply postulating as to why crime is committed. This was

attractive to practitioners who had to implement such theories on the ground’.

2.4.2. Techniques of situational crime prevention
As situational crime prevention has evolved over the last decades, the number of techniques
has increased as well — from the original twelve proposed by Clarke in 1993, to Clarke and
Homel’s sixteen in 1997 and the twenty-five proposed by Cornish and Clarke ten years later
(2003)**. ‘Opportunity reduction’ is now about:

® [Increasing the effort involved in crime (‘target-hardening’);

® [ncreasing the risks of detection (screening and surveillance);

® Reducing the rewards of crime (devaluing or removing the target);

® Reducing provocations and

® Removing excuses for committing crimes™.

These interventions work on the premise that offenders make calculated decisions about the
most suitable targets to select. Therefore, altering the target (installing a burglar alarm or

CCTYV), or portraying the message that the target may have been altered (installing a dummy

3! Crawford (1998).

32 Garland (2000).

> Clarke and Homel (1997) added the category ‘removing the excuses of crime’.

>* Cornish and Clarke (2003) included the category ‘reducing provocations’. See also Ekblom’s (2001)
conjunction of criminal opportunity, which has 231 categories.

55 Cornish and Clarke (2003).
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burglar alarm or installing CCTV in some shops and not others) should render that target less
suitable, as perceived by the potential offender. For a classification of the latest collection of
crime reduction techniques, see Table 2.2 below. This classification was devised by Cornish
and Clarke in 2003, but for the purpose of this Thesis, the table has been adapted to include,

where appropriate, where ANPR might act as a situational crime prevention technique.
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Table 2.2 ANPR, amongst other situational crime prevention strategies®

Increase the effort

Increase the risks

Reduce the rewards

Reduce provocations

Remove excuses

1. Harden Targets 6. Extend 11. Conceal targets 16. Reduce 21. Set rules
e  immobilisers in cars | guardianship e  gender-neutral frustration and stress e  rental
®  anti-robbery screens | . phone directories . . agreements
. cocooning . e efficient queuing
e  steering column N iohbourhood h e off-street parking R hi e hotel
locks neighbourhood watc e  unmarked armoured sootting registration
e 9o outin group at night K lighting/music « b
¢ famp erjproof ®  leave signs of occupancy trucks ® expanded seating arassment
packaging N . . codes
®  carry cell phone polite service
2. Control access to 7. Assist natural surveillance | 12. Remove targets 17. Avoid disputes 22. Post
facilities e improved street lighting |e  removable car e fixed cab fares instructions

e alley-gating

defensible space design

radios

e  reduce crowding in

e  'No parking'

e entry phones ] neighbourhood watch ° p;e—paid P(;lblic pubs ‘ e  'Private
e  clectronic card hotlines phone c:ar § L4 geparate seating for property’
access ®  women'’s shelters rival soccer fans extinguish camp
e  baggage screening fires
e ANPR
3. Screen exits 8. Reduce anonymity 13. Identify property 18. Reduce emotional 23. Alert conscience

e tickets needed for
exit

e electronic
merchandise tags

®  export documents

taxi driver ID's

'how's my driving?' signs
School uniforms

ANPR

property marking
e  vehicle licensing
and parts marking
® cattle branding
e ANPR

arousal

e  controls on violent
porn

e  prohibit paedophiles
working with children

e enforce good
behaviour on soccer
field

®  prohibit racial slurs

e  roadside speed
display signs

e  'shoplifting is
stealing'

e  signature for
customs
declarations

e ANPR signs

4. Deflect offenders

e  street closures in

N

. Utilise place managers

train employees to

14. Disrupt markets

®  checks on pawn

19. Neutralise peer

pressure

24. Assist

compliance

red light d{strlct prevent crnpe brokers o idiots drink and drive' | ¢ Titter bins
e  separate toilets for e support whistle blowers e licensed street o it's ok (0 saV o' R ublic
women e CCTV for double-deck vendors . y P .
. ®  Disperse lavatories
®  disperse pubs buses ®  controls on .
o .. . troublemakers at ®  easy library
reward vigilance classified ads
. school checkout
® 2 clerks for convenience
stores
5. Control 10. Strengthen formal 15. Deny benefits 20. Discourage imitation [ 25. Control drugs
tools/weapons surveillance e ink merchandise e  rapid vandalism /alcohol
tags repair .
‘smart guns’ . d . . . e  breathal
g speed cameras graffiti cleaning e  V-chipsinTV's rf:)a alysers n
*  toughened beer *  redight cameras e  disabling stolen cell | e details of e
e burglar alarms & censor detatls of e alcohol-free
glasses . phones modus operandi
. e  CCTV in town centres . . . events
®  photos on credit . e  disabling engine
e  security guards ®  server
cards power stolen . .
e ANPR cameras and vehicles intervention
police response/presence programmes

*Adapted from Cornish and Clarke (2003: 90); Clarke and Eck (2003).
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2.4.3. ANPR: a situational crime prevention measure and beyond

Among these inter-related and sometimes overlapping ‘opportunity reduction’ strategies’®,
ANPR is a formal surveillance system which fits well within those situational measures
focusing on increasing the risk of detection or the perceived risk of detection. Within this
framework, ANPR has the potential to increase the perceived effort by controlling access to
facilities (e.g. ANPR private systems which automatically check vehicles entering a facility);
increase the risks of detection by increasing the risk of offender identification (ANPR can
reduce anonymity) and enhanced formal surveillance (through the presence of ANPR
cameras and visible police presence on the road); although ANPR can also ‘alert the
conscience’ of offenders through visible ANPR signs such as ‘This area/petrol station is

covered by ANPR cameras which will record your number plate’.

Although situational prevention is the most common measure aiming to reduce opportunities
for crime, it is important to recognise that there are other ‘opportunity reducing’ approaches
to crime such as crime prevention through environmental design (CPTED) and problem-
oriented policing (POP) - most recently known as intelligence-led policing. CPTED is
concerned with the relationship between people and the environment they inhabit. The
concept was developed by C. Ray Jeffrey in 1971”7, influenced by the work of Jane Jacobs
(1962) and Oscar Newman (1972) on defensible space, natural surveillance, territoriality and
the role of the environment in crime prevention. CPTED focuses on designing (or altering
post-design) the features of the environment (i.e. housing estates, shopping centres etc) in an
attempt to physically increase the difficulty in committing a crime and create an environment
in which a potential offender’s perception of the risk of committing a crime is high. Problem
oriented policing (developed by Herman Goldstein in 1979*) and intelligence-led policing
(mentioned for the first time by Smith in 1994°%) are concepts describing a proactive
approach to policing and crime prevention, in which the police find ‘ways of removing the
opportunities giving rise to crime problems that they repeatedly have to deal with, rather than

. . . . T .. 60
responding in a reactive fashion to each individual incident’™".

% Clarke (1992).

7 Jeffrey (1971).

38 Goldstein (1979).
% Smith (1994).

5 Clarke (1995: 2).
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ANPR is a surveillance technology falling within the remit of situational prevention, hence
this thesis focuses on the situational crime prevention approach and how opportunity theories
supporting this approach can be used to provide a rationale for the use of ANPR as a crime
prevention tool. However, ANPR’s potential to track suspects’ movements and create
offender profiles - where the aim is not to protect a physical location/target against a
particular crime, but to collect information on possibly dangerous populations — takes ANPR
beyond typical situational prevention, covering aspects of the intelligence-led policing
approach. ANPR has the potential to generate useful intelligence to create profiles of
offenders and their movement which could be used by the police in a proactive way to deploy

their resources, detect and prevent crime in a more efficient way.
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2.5. Why might we think ANPR works? Theoretical justifications

How do theories help us understand crime prevention measures such as CCTV and ANPR? It
is often argued that many situational crime prevention measures have been driven by
practical considerations rather than with reference to the theoretical framework within which
they are set®. If one takes the example of CCTV, there is arguably a general theoretical
weakness in both its development and its evaluation. Possibly because CCTV has been
primarily politically driven, relatively little attention has been paid to the theoretical basis on
which CCTV is premised. Rather it has been viewed as a technical solution to an empirical
problem. Crime prevention measures, inter alia, are never, however, implemented or
evaluated in a theoretical vacuum — although theory is sometimes hidden beneath ‘common

sense’ knowledge or underlying assumptions about why they would work.

The theoretical basis for situational prevention was developed retrospectively to provide a
framework for research and future developments and to counter some of these critics,
particularly with regards to displacement®”. The development of the rational choice
perspective63, supplemented by routine activity theory64 and crime pattern theory65 provided
situational prevention with a stronger theoretical base. These theories are usually called
‘opportunity’ theories because they give an important role to situational factors in crime and
opportunity. They are also called ‘crime’ theories because they seek to explain the occurrence
of crime, not the development of criminality®®. David Garland®’ has also called them
‘criminologies of everyday life’ because they treat the occurrence of crime as theoretically
unproblematic, resulting from normal human impulses of greed and selfishness. Although
different in scope and focus, these theories share the belief that opportunity generates crime
and that crime is a normal phenomenon, as opposed to something unusual which has to be

explained:

o Crawford (1998: 68).

62 Reppetto (1976).

% Cornish and Clarke (1986); Clarke and Cornish (1985, 2000).
% Cohen and Felson (1979); Felson (2002).

% Brantingham and Brantingham (1993).

% Clarke (2005: 41).

57 Garland (2000).
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‘Crime becomes a risk to be calculated (by the offender and the potential victim) or as an
accident to be avoided, rather than a moral aberration which needs to be specifically

. ,6
explained. 8

This chapter does not discuss these theories in detail, but rather highlights some of the
assumptions that are particularly relevant in explaining the relationship between ANPR and

crime.

2.5.1. Rational choice theory and ANPR: perceived risk of offending and decision
making

The rational choice perspective is the main theoretical foundation on which situational crime
prevention stands. Rational choice theory is influenced by economic thinking; specifically the
notion that the potential offender is perceived as a self-maximising decision maker who
carefully calculates the advantages and disadvantages of 0ffending69. The costs of committing
a crime are weighed up against the benefits of committing a crime, therefore crime is viewed
in terms of supply and demand and being a criminal is viewed as an occupational option.
Unsurprisingly, because of its association with economics, the rational choice model was
criticised for failing to contextualise offending and not paying enough attention to the
development and importance of criminal behaviour’’. Not all offenders act rationally and not
all crimes are rational’' — the rational choice would focus too much on predatory property
crime, organised crime or white collar crime (i.e. economically motivated crimes) and not
take into account passionate, violent or reckless crimes, for example. Some critics point to the
fact that the rational choice perspective is too policy orientated, in other words too concerned
with preventing crime. These critiques have influenced the ongoing development and
refinement of the rational choice perspective and the application of situational crime
prevention, extending its remit from property crime into impulsive or ‘expressive’ crime, for

example drug addiction’?, serial murder’” and child sexual abuse’.

% Garland (1996: 450-451).

% Cornish and Clarke (1986).

7 Cornish and Clarke (2008). Offenders are thus abstracted from their psychologies and social and structural
context (O’Malley, 1992).

"I Wright et al. (2006).

2 Bennett (1986).

3 Rossmo (2000).

™ Wortley and Smallbone (2006). More recently, situational prevention was applied to internet frauds (Newman
and Clarke, 2003) and terrorism (Clarke and Newman, 2006).
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The rational choice perspective should be viewed as a theory for practice, reactive rather than
proactive, influenced by the present developments of situational crime prevention, changing
in order to overcome its limitations, particularly the critiques of its minimalist view of the

offender”.

Rational choice theory potentially helps to explain the impact that ANPR might have on
crime in terms of the extent to which ANPR is able to affect the rational decisions and
motivation of potential offenders to chose to commit a crime through increasing what they
perceive to be the risk involved in committing that crime. On the basis of this theory, one can
hypothesise that the introduction of ANPR may have two ‘positive’ effects and two
‘negative’ effects:
® (+) A reduction in certain types of crime along routes/areas covered by ANPR
cameras;
® (+) A reduction in certain types of crime in the vicinity of areas/routes covered by
ANPR cameras (diffusion of benefits);
® (-) An increase in certain types of crime committed to avoid detection by ANPR
(‘counter-measures’)
¢ (-) Displacement of crime (change of location or time of crime, target, method or type

of crime or a combination of these).

Firstly, ANPR can reduce crime by increasing the chances of offender detection or offenders’
perception of risk of detection. The use of the media to highlight successful cases could give
a false but raised perception of risk, even if real detection rates are not changing. This may
deter potential offenders from committing the crime, at least in the area covered by ANPR.
That is why situational prevention is sometimes referred to as ’perceptional’ crime
prevention, because of the power of perceptions and anticipatory effects’®. However, for
ANPR to be an effective deterrent, the offender obviously has to be aware of it in the first
place. At present, the extent to which offenders are aware of ANPR and its potential is largely

unknown; so too, therefore, is the extent to which it acts as a deterrent.

s Wortley (2001); Cornish and Clarke (2003); Ekblom (2007).

76 Smith, Clarke and Pease (2002). Previous research indicates that some crime prevention initiatives work
better when there is more publicity about the initiative in the areas where they are supposed to work even before
they are implemented. See also Bowers and Johnson (2005).
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Secondly, ANPR can generate crime, as the rational offender will use other illegal means in
order to decrease the risks of being caught. This is usually referred as ‘counter-measures’.
As ANPR increases the risk of offending, criminals adapt and find ways of evading the
system. Once again, this is highly dependent on offenders’ knowledge of ANPR and its
capabilities. For example, knowing that ANPR can read number plates and identify vehicles’
owners, criminals might steal a car to commit a crime instead of using their own; use ‘pool’
cars77; make use of false identities to register cars; utilise measures to render the number plate
unreadable (e.g. specialist paint, sprays and other blocks) or steal, falsify and clone number
plates. ‘Offender adaptability’ is often cited as a limitation to situational crime prevention and
environmental criminology in general. Reliance upon ‘physical’ barriers (e.g. a camera, a
lock, an alarm etc) fails to acknowledge that criminals are able to adapt their methods to

. . 7
overcome the barriers which face them’®.

Thirdly, if criminals perceive the avoidance techniques to be too demanding (in terms of risk
and effort), they might decide to avoid the cameras altogether, by committing the crimes
somewhere else or at a different time, or just by changing the target, method and type of
offence. This phenomenon is also known as ‘displacement’. Displacement is probably the
main criticism with regards to situational crime prevention and the rational choice
perspective. It is argued that the ‘more professional the crime and the criminal, the greater
the probability of displacement’, therefore ‘those most likely to conform to a rational choice
model of behaviour — the self-maximising professional criminals — are exactly the group of
offenders most likely to be displaced’”. Felson and Clarke® identified five main types of
displacement:

e ‘Geographical’ (change of crime location);

e ‘Temporal’ (change of time);

e ‘Target’ (crime directed away from one target/victim to another);

e ‘Tactical’ (change of method of committing crime or ‘modus operandi’) and

e ‘Crime type’ (one type of crime substituted for another).

" Pool cars are typically shared within a group of offenders. These vehicles are usually registered with previous
keeper details.

8 Ekblom (2002).

™ Crawford (1998: 82).

8 Felson and Clarke (1998: 25).
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It is argued that a sixth type of displacement might occur, a ‘perpetrator’ displacement. As
the offenders who typically commit certain offences are either arrested or decode to desist

from it, other offenders take their placegl.

Conversely, a ‘diffusion of benefits’®* beyond the targeted location and time or the targeted
individuals and crimes might occur. In this case, the crime reduction effects may be felt
outside the area covered by ANPR or beyond offences targeted by ANPR. Although it has
proven difficult to accurately assess displacement or diffusion of benefits, this does not mean
that they do not exist. Evidence of displacement and/or diffusion of benefits, in particular
spatial displacement, was found in a number of studies looking at changes in crime rates for
example in areas targeted by burglary initiatives or CCTV. For example, Chaiken et al.
(1974) found a reduction in robberies on buses at the same time as an increase of robberies in
the subway. Allat (1984) identified a decrease in burglaries on a ‘target hardened’ housing
estate at the same time as an increase in burglaries on a nearby estate. Barr and Pease (1990)
found spatial displacement of approximately one quarter of the burglaries prevented. Brown
(1995) and Tilley (1993) found evidence of displacement after the introduction of CCTV.
Assessing the impact of burglary schemes, Bowers et al. (2003) found evidence of some

geographical displacement and diffusion of benefits of burglary into surrounding areas®’.

It is important that the possibility of both ‘malign’ and ‘benign’ displacement is taken into
account when evaluating ANPR so that the wider implications can be assessed. This is
closely related to the construct validity of such an evaluation® and the extent to which ANPR
would be considered successful in changing what it was intended to change. The level or type
of displacement generated by ANPR is unknown and this thesis will highlight the difficulties

of measuring the potential displacement effects of ANPR.

2.5.2. Routine activity theory and ANPR: the presence of a capable guardian
Similar to the rational choice perspective, routine activity approach85 seeks to explain the

supply of criminal opportunities, focusing on criminal events rather than inclinations. The

8! Barnes (1995: 96).

52 Term proposed by Clarke and Weisburd (1994). See also Poyner (1992); Barr and Pease (1990, 1992); Clarke
(1992); Brown (1995).

% See also Hesseling (1994); Chenery et al (1997); Farrell, Chenery and Pease (1998); Ratcliffe and Makkai
(2004); Gill and Spriggs (2005).

84 Farrington (2003: 54).

85 Cohen and Felson (1979); Felson (1998); Felson and Clarke (1998).
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spatial dimension of crime is very important and crime tends to be explained without
reference to criminal motivation. The theory of human ecology™ was the basis for routine

activity theory, with crime been viewed as part of the broad ecology of everyday life.

The theory was developed as a ‘micro’ and ‘macro’ theory of how crime rates emerge. On a
‘micro’ level, the routine activity theory states that crimes occur when a motivated offender
converges with a suitable target (e.g. person, object, place) in the absence of a capable
guardian to control the conduct of the offender or protect the target (e.g. police patrols,
neighbours or friends, CCTV)87. On a broader/‘macro’ level, this theory considers how
certain features of the larger society and the routine activities of everyday life create more
opportunities for criminal activities® and can make such convergences possible. For
example, more vehicles on the road could be seen as an opportunity for potential offenders to
commit more vehicle crime and an increased mobility and flexibility when it comes to crime
locations and targets (taken in account that transportation in modern societies is increasingly

dependent on the use of vehicles).

It could be argued that ANPR may reduce crime by impinging on any of the elements
identified by routine activities theory. However, there is no clear empirical evidence showing
which of these elements (if any) is affected by ANPR and it is difficult to see how ANPR
could affect the motivation to offend or the existence of suitable targets/victims. ANPR could
however perform part of the function of ‘increased guardianship’. Thus ANPR could reduce
crime along guarded routes, and - as discussed above - possibly produce some kind of
displacement effect (to non guarded areas/routes) and either result in higher detection, arrest
and conviction rates or in the deterrence of potential offenders enough to negate this.
However, ANPR’s potential to impact on crime in a particular area is not clear. Thus
measuring ANPR’s impact on crime in an area is implicitly difficult. ANPR does not protect
an area in the same way as CCTV does. By monitoring vehicles moving through an area, it
has the potential to identify vehicles which are believed to have been involved in crime, but
not to stop criminals committing these crimes. Its potential is in the disruption of criminal

activity only where a vehicle is involved.

% As stated by Amos Hawley in 1950 in ‘Human Ecology, a theory of community structure’ (after Felson and
Cohen, 1980). Hawley discussed how time was an essential element when examining spatial change, as spatial
patterns vary from moment to moment and hour to hour, for where people are, what they are doing, and the
consequences of doing this (the foundations of routine activity theory).

87 Felson and Clarke (1998: 4).

8 Cohen and Felson (1979) and Clarke (1999).
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As with the rational choice theory, the original routine activity model was criticised for the
lack of ‘generalisibility’, especially as it applied only to ‘direct-contact’ predatory offences
(involving direct physical contact). The initial routine activity approach implied a decisional
offender without making clear the decision process and only the micro and macro levels were
considered and nothing in between. To strengthen the theory and make it more ‘general’,
elements of the routine activity approach were combined with the geography of crime,
situational prevention and models of offender choices. Routine activity thinking today is used
to explain other non-predatory/property crimes, such as serial murders and sexual abuses™
and helps, for example, towards understanding the ‘geography’ of co-offending”. The initial
routine activity approach failed to acknowledge the dual role of control in the ‘chemistry’ of
crime. In an attempt to incorporate aspects of Hirschi’s control theory, the concept of
‘handler’ was included as a fourth element in the routine activity model’'. The handler
component involves a two-step process. The guardian is responsible for supervising the likely
target and the ‘intimate handler’ is responsible for supervising the likely offender. The
individual is susceptible to informal social control at these two levels by virtue of his/her
bonds to society. First, social bonds are developed in society. Second, someone with a
relationship to the potential offender exercises control over that person to adhere to the social
bonds (e.g. parent, friend, colleague). Thus the offender would have to escape the (intimate)
handler, then would have to find a target with no capable guardian. Another change was that
the term ‘motivated offender’ was swapped for ‘likely offender’, reflecting the rational

choice concept within the framework of the routine activity theory’”.

The ongoing development of rational choice and routine activity theories led to a growing
recognition that they were not isolated approaches and that combining elements of the two
theories would provide useful explanations for certain crime events. This culminated with the

development of a third ‘opportunity’ theory, the crime pattern theory.

% Rossmo (1995).
% Felson (2003).
! Felson (1998).
%2 Brunet (2002).
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2.5.3. Crime pattern theory and ANPR: ‘non-random’ criminality
Crime pattern theory is another opportunity theory which suggests that not only is crime a
normal phenomenon, but also that it does not occur randomly in time or space or society93. It

fits well with the routine activity approach:

‘Offenders do not inhabit a world in which offending and non offending are straightforwardly
dichotomised. Offending, therefore, fits in with other routines as opportunities, needs or
temptations present themselves and routines themselves can include both deviant and non-

. . 94
deviant behaviour’

According to pattern theory, crimes are complex and patterned. Crimes do not occur
randomly or uniformly over time or space. Places are linked with desirable targets and the
situation or environment in which they are found. There are three main components to crime
pattern theory: nodes, paths and edges95. Nodes describe where offenders and victims travel
to and from and the idea of personal activity nodes is closely linked to the routine activities
theory. The nodes are linked to paths and crime events may occur within and around these
nodes. Nodes and paths are important on the road network, as routes where ANPR cameras
are installed may correspond to the paths between nodes. The ‘edges’ are the boundaries

around nodes where people live, work and/or routinely active in.

Thus, pattern theory suggests that crimes are likely to cluster around offenders’ activity and
awareness spaces. Offenders are just like everybody else (not ‘abnormal’), spending much of
their time travelling between their ‘living’ places (home) and ‘attending’ places (for leisure,
school, work), choosing their targets from within their activity and awareness space. For an

illustration of this theory, see Figure 2.1 below.

% Brantingham and Brantingham (1993: 264).
* Wiles and Costello (2000: 40).
% Felson and Clarke (1998).
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Figure 2.1 Brantingham’s Crime Pattern Theory (1984, 1993)
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Several research studies support the assumption that crimes cluster around offenders’ activity
and awareness spaces. Research on burglary concluded that offenders generally select a target

because they are passing it or have passed it in the past, as part of their everyday activities:

‘... much travel associated with crime is not primarily driven by plans to offend but appears
to be much more dependent upon opportunities presenting themselves during normal

. 96
routines’”".

Other research indicates that offenders’ selection of an area is based upon cognitive images of
particular neighbourhoods that they acquire over time’’. Another study where burglars were
interviewed in order to see how they select their targets from all available properties
concluded that offenders selected their targets within their travel path to work or leisure
activities”™. A similar study where interviews with burglars were conducted indicated that
drug dealing locations might draw offenders to an area to purchase drugs, area which then
becomes target to other predatory crimes”. Although limited, this evidence supports the

hypothesis that places attract offenders for one purpose, offenders who then participate in

% Wiles and Costello (2000:V). See also Eck and Weisburg (1995).

7 Taylor and Gottfredson (1987).

% Rengert and Wasilchick (2000).

% Rengert and Wasilchick (1990). See also Weisburg and Ross (1994).
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other crimes. However, offenders do not always provide accurate accounts of their own
decision making'®. It is important to acknowledge the limitations to these studies, as most of
them involved interviewing either a sample of subjects in custody or persistent adult

offenders, so the results are only indicative.

So why is crime pattern theory relevant to ANPR? Motor vehicles are not only a target for
acquisitive property crime (e.g. when they are stolen or have property stolen from them) and
a means for offenders to travel to and escape from scenes of crime (transportation to/from
crime), but most commonly are just their means of transportation in everyday life (‘non-
crime’ transportation). The fact that criminals are mobile reinforces the importance of place
and movement for criminologists. Following explanations of pattern theory and routine
activity theory, we can argue that ANPR has the potential to ‘work’ because most offenders,
like most people, are mobile and use cars as part of their everyday life. They go shopping,
they park their cars, they fuel their cars, they stop at petrol stations. Every time they use the
roads the risk of their journey being recorded increases considerably. Number plates provide
a means of linking vehicles with the personal details of their owners (and to a certain extent,
of their drivers) and can be used to identify potential offenders and crimes. ANPR can link

these criminals to these vehicles, as well as linking vehicles to crime scenes.

ANPR therefore has the potential to make offenders vulnerable to police interventions
through the identification of their vehicles when travelling on public roads. As will be argued
next, this vulnerability can also be increased because (serious) offenders are more likely to
drive untaxed and uninsured vehicles — actions which are easily detectable by ANPR. In the
UK, the level of vehicle documentation offences is significant. Approximately 5.5% of cars
on the road do not have a valid vehicle excise licence'’'; approximately 1.9 million cars do
not have a registered keeper with the Driver and Vehicle Licensing Agency (DVLA), and
there is anecdotal evidence from the police that the information on registered keepers is
inaccurate for at least 10% of cases. About 5% of British drivers do not have valid insurance
for their vehicle and accidents involving uninsured motorists cost up to £500 million a year,

which ultimately adds approximately £30 a year to each motorist’s premium' .

19 Carroll and Weaver (1986); Cromwell et al. (1991).
YT DET (2002).
192 Association of British Insurers (2004).
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ANPR’s potential extends so that, even if offenders are not caught immediately, the systems
will continue to detect their presence, gather information and increase offenders’ risk every
time they use their cars on the road. Pattern theory argues that crimes cluster around places
where people travel to and from. ANPR has the potential to map and profile offenders’
activities and assist police forces in their intelligence gathering and predictions, deployment
and offender detection. For an illustration of the link between vehicles, offenders and ANPR,

see Figure 2.2 below.

Figure 2.2 Motor vehicles and ANPR

ANPR real time ANPR
response > evidence 2>
offender post-incident
identification Offender Crime target investigation
and detection and offender

Opportunity profiling

‘Non-crime’ Transportati
transportation on to/from
crime

ANPR intelligence - offender
profiling and journey to crime >
proactive and targeted policing

This section of the literature review indicated how opportunity theories might provide some
support for the implementation of ANPR as a crime prevention tool and the hypothesis that
ANPR could impact on crime by deterring/de-motivating potential offenders (through
offenders’ knowledge of and perceptions about ANPR and its capabilities), or more likely by
increasing the risks of potential offenders of being identified and detected (through the
monitoring and response to ANPR hits in real time, targeted policing using ANPR

intelligence proactively and through post-incident and offender profiling analysis).
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2.5.4. Offender self-selection and ANPR: from motor offences to serious crime

Another theoretical approach which merits consideration here is the offender-self selection
approach, or self selection policinglo3 . While opportunity based theories are concerned with
preventing crime'™, self-selection policing take the idea of opportunity further, using
opportunity against serious offenders in order to identify them, rather than trying to prevent
them from offending in the first place. Thus the main idea behind self-selection is detection
rather than prevention; more specifically, detection of serious offenders through targeting of

minor offences'®

»106

; the argument that ‘people who do big bad things also do little bad
things

The ‘offender self-selection’ concept is based on a Home Office study'”’ on illegal parking in
disabled bays, which indicated a link between traffic offending and general criminality. The
authors found that one in five vehicles parking illegally warranted immediate police attention
for serious criminality. The findings were reinforced by those of another Home Office

study108

which established a link between drink driving, disqualified and dangerous driving
and wider criminality. Further evidence suggests that, by scrutinising people for committing
minor offences such as traffic offences, serious offenders can be detected. For example, the
“Yorkshire Ripper’, the American serial rapist ‘Son of Sam’ and the ‘Washington Sniper’
were all caught by the police for minor traffic offences'”. So the principle of self-selection
could be relevant to the police use of ANPR because of the evidence pointing to a correlation
between driving offences and wider criminality, ANPR’s extended ability to identify motor

offences could arguably lead to the identification of more serious offences, although this

hypothesis would need to be further tested.

The limitation to this approach is the probability of significant numbers of false positives
cases (i.e. the number of people who are not of interest to the police), also the fact that the

probability of a serious offender also being a minor offender is not necessarily higher than an

193 Roach (2007).

1% Clarke (1997).

193 Self-selection is not about predicting future serious criminals, rather identifying current ones (Roach , 2007).
1% Roach (2007: 66).

107 Chenery et al. (1999).

198 Rose (2000).

199 Roach (2007). See also Wellsmith and Guille (2005) and Roach and Pease (forthcoming).
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average citizen''*. The number of potential minor offences which could act as markers for
serious offender identification is still unknown and more research is needed to discover the
most reliable ones. Thus the principle of self-selection should be employed with caution.
Regardless of these limitations, it should be acknowledged, however, that this approach
brings useful information to both criminological theory and practice. With particular use to
police practice, the approach provides some evidence that offences are heterogeneous -
despite the police’s tendency to over-estimate offence homogeneity; and is a relatively ethical
and productive way to target offenders. In light of this, more consideration should be given
by both criminological theorists and researchers to acknowledge and further explore the self-

selection perspective''.

While the self-selection approach is about the ‘here and now’ of criminality and identifying
current offences, new approaches in criminology are moving towards a focus on preventing

crime by identifying ‘risk’, which is the subject of the next section.

10 Roach (2007); Ratcliffe (2008).
"1 Roach (2007).
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2.6. Wider implications of ANPR surveillance: new penology, social control and ‘risk
society’
It could be argued that the development of opportunity theories contributed, to a certain

extent, to a general pattern of movement towards ‘new penology’112

and risk management.
Surveillance discourse has become increasingly bound up with the mediation of ‘risk’; a
trend towards ‘risk management’ where surveillance technologies, data collection and the
prediction of future threats are seen as the solution to insecurity113 . It is argued that the
emergence of ‘new surveillance technologies’ goes beyond the disciplinary power associated

with the Panopticon, and gives rise to new forms of social control:

‘Surveillance is no longer about the observation of particular individuals whose identity is

known beforehand; rather, it is about the surveillance of geographical places, time periods

. 114
and categories of person’ .

New surveillance technologies like ANPR can be seen as part of a trend towards a new
penology based on actuarialism'"”. Actuarialism is defined as ‘an approach to crime control
and management which dispenses with concerns about the meaning or motives behind
offending and replaces these with an emphasis on technologies of risk minimisation and the
elimination of potential threats to social order’''®. According to the proponents of new
penology, actuarial control policies focus on the effective control of selected risk groups and

system management, rather than the rehabilitation or punishment of individual offenders.

The implications for criminology are significant: while the old penology is about identifying
the individual offender to assign blame and guilt and impose punishment and treatment, the
new penology is about ‘identifying, classifying and managing groups assorted by levels of

117
dangerousness’

. The new technologically driven (crime) control strategies are not only
reacting to past criminal events, but are rather future oriented and driven by the logic of risk

minimisation. A shift towards the management of risk (through enhanced surveillance,

"2 Feeley and Simon (1992).

'3 Gray (2003: 319).

"4 Norris and McCahill (2006: 98). See also Marx (2002: 10); Poster (1990); Lyon (2002).
15 Feeley and Simon (1994); Norris, McCahill and Wood (2004); Cheliotis (2006).

16 Smith (2006: 92).

""" Feeley and Simon (1994: 180).
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intelligence gathering, data collection and dissemination) has become an important function

of the modern police:

‘In risk society, policing is not just a matter of repressive, punitive, deterrent measures to
control those who are morally wrong. It is also a matter of surveillance, of producing
knowledge of populations that is useful for administering them. The focus is on knowledge

that allows selection of thresholds that define acceptable risks and on forms of inclusion and

exclusion based on this knowledge.”'"®

In light of preventative crime reduction strategies focussing on ‘opportunity reduction’,
‘situational prevention’ and the new approach to ‘risk management’, ANPR can be placed
somewhere between the old and new penology perspectives. From the new penology point of
view, technologies like CCTV and ANPR have an appeal because it is believed that, on the
one hand, they can increase the likelihood of the ‘rational’ offender being caught and
therefore increase the ‘cost’ to the offender; on the other hand, their display demonstrates that
‘something is being done about crime’. From the perspective of the ‘old penology’, CCTV
and ANPR can be ‘disciplinary’ because not only do they enable the ‘capture, censure and
normalization of particular offenders’, but they can promote ‘habituated anticipatory

conformity’ by a population that thinks it is permanently under surveillance'"’.

The theoretical assumptions highlighted in this chapter indicate that ANPR has the potential
to ‘capture’ and ‘censure’ offenders and, to a certain extent, these claims are backed up by
existing research. ANPR’s impact on criminal behaviour and its potential to induce
‘conformity’ is less clear, however, and there is still much to be done to test such
assumptions. As highlighted earlier in this chapter, there have been claims that ANPR could
bring us closer to a ‘maximum surveillance society’. However, the current potential of these
technologies cannot justify these claims. CCTV and ANPR do not yet have the disciplinary
potential of the panopticon or the power to cultivate such anticipatory conformity. Although
they might have the power to observe, this is limited in space and time. Their ‘power’ is
dependent on the reliability of technology and systems data used in conjunction with these
technologies, the availability of resources and, most importantly, the level of knowledge and

awareness of those under surveillance.

'8 Ericson and Haggerty (1997: 41).
"9 Norris and McCahill (2006: 113-115).

52



The potential danger lies, however, in the expansion of blameworthiness to the entire
population. One of the main shifts from the old to the new penology is the change in focus
from individualisation to generalised suspicion. According to the new penology, populations
are seen as particular bearers of risks and surveillance systems gather information on the
whole population rather than on suspects or known offenders. Everybody is a suspect or
assumed guilty until proven otherwise. And this is the case with ANPR surveillance, as it
collects and stores information on the entire driving population without any evidence of
offending. Furthermore, ANPR systems can collect information on individuals on the basis of
possible association with known offenders or suspects; hence interest and suspicion are
attached to individuals without them even being aware of it or without having done anything

120
wrong .

The generalisation of suspicion to the entire population is to a certain extent a consequence of
the latest major terrorist attacks on the Western World (e.g. New York and Washington
11/09/2001, Madrid 11/03/2004; London 07/07/2005). In the wake of these events, the use of
surveillance for the purpose of monitoring of populations and public spaces has considerably
increased'?'. Consequently, significant changes in surveillance regulations have occurred and
anti-terrorist legislation has been enacted, expanding the authority of law enforcement
agencies and giving them unprecedented access to information about the populace through
the use of surveillance tools'??. In the aftermath of these events, there has been an increased
interest in strengthening security and developing technologies to identify potential terrorists,
particularly at ports and airports and ANPR has been embedded in the policies and strategies

aimed to deal with such events.

120 This debate is similar to that about the legitimacy of an emerging national DNA database.

21 Lyon (2001).

122 Lyon (2003: 168). Examples of such legislation include the USA Patriot Act (2001), the UK Terrorism Act
2001 and the amended Terrorism Act 2006 which extends the power of the police to stop and search (including
suspect vehicles) and the period of detention of terrorist suspects. For more information on this subject, see also
Caroll-Mayer (2006) and the EU report (2005) on Anti-terrorism ‘Liberty and Security: Striking the Right
Balance’.
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2.77. The development of ANPR in the UK: from risk management and terrorism to

crime prevention and back

2.7.1. The ‘Ring of Steel’

Unsurprisingly, terrorism was the drive behind the initial development of ANPR in the UK.
ANPR was first used by the British Police in the 1990s, as part of the so called ‘Ring of
Steel’. The ring of steel is the popular name for the security and surveillance cordon
surrounding the City of London, which was installed in order to combat terrorism, in
particular as a response to attacks linked to the Irish Republican cause'>. The system consists
of over 1,500 surveillance cameras and ANPR systems have been linked to many of these
cameras fitted at the eight official entrances to the Square Mile, transforming L.ondon into
‘the most surveilled space in the UK and perhaps the world’'**. In the first three years of
operation as part of the Ring of Steel, ANPR systems scanned seventy five million vehicles
as they passed through the Entry Points to the City of London. As a result, twelve hundred
people were arrested, some of them in connection to crimes as serious as murder, sexual

assault and armed robbery'>.

2.7.2. Police reform and ANPR

The development of ANPR must also be viewed in the context of increasing expectations and
pressure for reform within the police service itself. The government’s call for reforms to the
police was set against a background of ongoing changes'?® within the Police Service in
Britain and a number of reports aiming at increasing the criminal justice system’s

effectiveness in dealing with crime.

In the White paper, ‘Building Communities, Beating Crime: A better police service for the

s127

21" century’'”’, the government stressed the need for continued improvements in policing to

123 ANPR was installed after the ‘Bishopsgate Bombings’ in the City of London in April 1993, when IRA were
successful in detonating a huge truck bomb, killing two and injuring more than forty people and causing
approximately £350 million of damage.

124 Coaffee (2004: 205).

125 Information from the City of London Police, available from: http://www.cityoflondon.police.uk/crime-
prevention/anr.html.

12 The changes include ‘the expansion of private security’, the increased weight placed on ‘transnational’
policing, changes in the ‘organisation and management of public police forces, the increased use and impact of
new technologies on policing and crime control and the emergence of new ‘risk-based’ policing strategies
(Jones and Newburn , 2002: 129).

27 Home Office (2004a).
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help build safer, secure and stable communities. The aim was not only to prevent and reduce
crime, but also to increase public confidence in the criminal justice system. In ‘Cutting

Crime, Delivering Justice: A Strategic Plan for Criminal Justice 2004-08 "%

, the government
called for more offences to be brought to justice, as well as the need to share information
within the Criminal Justice System in order to increase its effectiveness in dealing with
crime. A significant role was attributed to ANPR as a new technological policing tool, in
particular in relation to detection and conviction targets and the issue of illegal motorists in
Britain. The government’s response to the publication of the ‘Greenaway Report’ was to
highlight the need to tackle vehicle crime more effectively and in particular to address the

problem of uninsured driving'>.

New legislation enacted in July 2005 130 formally allowed the Police to seize and destroy
vehicles driven illegally, to link the Driver and Vehicle Licensing Agency (DVLA) and the
Motor Insurance Databases in order to identify uninsured vehicles on the road, and to issue
fixed penalties for people who ignore reminders about their insurance. In brief, the police
were given extended powers to use new technologies in order to enhance their effectiveness

in dealing with crime.

2.7.3. Project ‘Laser’

Although installed first and foremost as part of the police’s anti-terrorist strategy, ANPR has
since expanded its use to daily policing operations and a much wider category of crime. As a
result of ANPR technological advances and a reduction in costs, the police have started to use
ANPR to target a wider area of criminality, in particular volume crime such as vehicle theft,

burglary and drug offences.

Recognising ANPR’s potential to impact on criminality, the Home Office released funding in
2002 which provided each police force in England and Wales with an ANPR mobile unit (the
‘Spectrum’ Van) and supporting infrastructure (the Back Office Facility). A sample of nine
police forces were selected to deploy their mobile ANPR equipment as part of an integrated
pilot scheme, known as ‘Project Laser’, which was initially funded for a period of six months.

These forces increased their use of ANPR in conjunction with Dedicated Intercept Teams —

128 Home Office (2004b).

129 Greenaway (2004).

1% The Serious and Organised Crime Police Act 2005 gives the police service the power to seize uninsured
vehicles and those being driven by people without the correct driving licence.
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including police officers deployed specifically to respond to hits generated by ANPR
systems. The dedicated teams aimed to intercept and stop vehicles identified by ANPR and

take appropriate measures.

The aim of the pilot ‘Laser’ was to collect evidence to evaluate the effectiveness of ANPR
intercept teams with a view to inform a potential national roll-out. As the results from the
initial pilot (‘Laser 1’) exceeded expectations, the Home Office decided to commission a
second stage of the project, ‘Laser 2’. Following a submission to HM Treasury, conditional
approval was given to the Home Office to test a cost recovery system for dedicated ANPR-
enabled intercept teams. This process allowed police to target vehicle documentation offences
and crime in general with the activity part-funded through receipts from the fixed penalties
issued by these teams™'. In 2003, the project extended to twenty three forces, allowing
ANPR activity to be partly funded by hypothecated fixed penalty revenue.

The evaluation of projects ‘Laser 1” and ‘Laser 2’ 132

indicated that, compared to conventional
policing, police forces using ANPR technology produced higher arrest rates and more
offences brought to justice (OBTJ)'**. Based on this success, in 2004 the HM Treasury
allocated extended funding for a full roll-out of the ANPR technology to all forces across
England and Wales, what was seen as the last phase of the project (‘Laser 3’). At the same
time, the Home Office decided to invest more capital funding (£32.5m) for further ANPR
development and integration at local, regional and national level, including the roll out of the
Back Office Facility (BOF) and the development of the National ANPR Data Centre

(NADC).

2.7.4. The rationale for a national ANPR data centre (NADC)

The development of the NADC was influenced by the Bichard Inquiry recommendations
which highlighted the need for better information sharing between agencies within the
Criminal Justice System134 and more specifically by the recommendations from the ‘Laser’
evaluations indicating the need to develop a mechanism enabling ANPR information sharing

between forces at a national level. It was expected that this data warehouse, later called the

31 The start of the Laser 2 project coincided with the introduction of three new fixed penalties with relevance to
the use of ANPR, e.g. driving without insurance, MOT or a Vehicle Excise Licence.

"2 Home Office (2002, 2004d).

13 OBTJ include cautions, TIC PRs (Taken into Consideration Previously Recorded), fixed penalty notices for
recorded crime (FPN), street warnings (for possession of Cannabis) and convictions.

13 The Bichard Inquiry Report (Home Office, 2004c).
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National ANPR Data Centre or NADC, would hold all vehicle intelligence and enable all
ANPR hits to be read in real time by all users nationally. The benefit was seen in the
extended ability to store ANPR reads and hits for future reference helpful in major crime

investigations and terrorism enquiries.

Given these considerations, the Association of Chief Police Officers (ACPO) used part of the
funding provided by the Police Studies Unit (PSU) to progress the development of an ANPR
national infrastructure comprising the NADC and a matching force Back Office Facility
(otherwise known as the BOF II). This was supposed to enable forces in England and Wales
to store and analyse all ANPR reads within their force and link with other forces’ back office
and the NADC. The PSU funding was also allocated to individual forces to develop or
expand their local ANPR infrastructure, including the installation of ANPR cameras at

strategic sites'™.

2.7.5. ANPR strategy for the police service
Notwithstanding its difficulties, ANPR has come a long way since the development of Project
‘Spectrum’ in 2002. ‘Denying criminals the use of the road’ was the slogan used by the
ANPR Strategy for the Police Service which was launched in 2005 by ACPO. The 2005
ANPR Strategy provided a framework for the development and use of ANPR in the years to
come. According to this strategy, the primary justifications for using ANPR were:

¢ To reduce crime

¢ To increase number of offences brought to justice

e To gather information regarding ‘suspicious’ activity and

¢ To enhance intelligence in accordance with NIM principles
Secondary aims were:

e To promote public reassurance

e To increase police visibility

e To deter terrorism

® Increase road safety by removing unsafe vehicles and drivers from the road

¢ To increase the percentage of stop/searches that lead to an arrest and

e To increase the likelihood of positive criminal justice outcomes (charges/guilty

pleas/convictions).

135 Home Office PSU (2007).
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The latest ANPR Strategy for the Police Service 2007/2010 brings more emphasis on serious
crime and ‘terrorism’, an increase in public safety and confidence in the police and more
efficient use of police resources, which were not previously included as primary aims in
relation to the police use of ANPR. These changes could be a result of shifting priorities at

government level and trying to ensure ANPR’s sustainability in terms of future investments.
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2.8. Why might we think ANPR works? ‘Evidence-based’ justifications

However, is ANPR effective in achieving these aims? The primary objective of ANPR is to
reduce crime, but is this supported by research evidence as to its effectiveness? As with
CCTV, a great deal of money and faith has been invested in ANPR technology, but how far
has this faith been justified by the results? Is ANPR being implemented on the assumption
that CCTV ‘works’? This section explores what is known about the effectiveness of ANPR in
terms of research literature. By identifying limitations within the existing literature, research
implications and further questions will be addressed. An outline of research on evidence of

CCTV’s effectiveness in reducing crime is presented first.

2.8.1. Because CCTYV works?

Proponents of the effectiveness of camera surveillance technologies, particularly CCTYV,
argue that potential offenders will be deterred by the threat of being seen and caught, thus
contributing to a reduction in crime. Indeed, CCTV has become one of the most important
crime reduction strategies and ‘the most heavily funded non-criminal justice crime prevention
measure’ *°. But how effective is CCTV in deterring and ultimately reducing crime? The
effectiveness of CCTV is a contested subject. Some argue that there is little evidence to
suggest that CCTV is ‘anything more than an expensive placebo for the public fear of
crime’'?’. Although the number of studies looking at CCTV’s effectiveness has increased
during the last decade, reliable evidence that CCTV reduces crime continues to be thin on the

ground.

Evaluations of CCTV schemes'® seem to indicate that CCTV has a crime reduction effect,
but the evidence is still limited and inconclusive. There is however consensus regarding
CCTV’s ability to reduce premeditative/property crime and its lack of impact on crimes of
passion, public order problems or violent crimes, results which fit, to a certain extent, with

the rational actor model presented above.

Welsh and Farrington’s review (2002) of twenty two British and American studies of CCTV

indicated that cameras can be effective if used in specific environments (e.g. car parks), for

13 Welsh and Farrington (2002: 44).

57 Goold (2004: 27).

138 See for example Poyner (1992), Tilley (1993), Brown (1995), Sarno (1996), Short and Ditton (1996), Squires
and Measor (1997), Skinns (1998), Squires (1998a, 1998b, 1998c, 1998d), Armitage et al. (1999), Ditton and
Short (1999) and Gill and Spriggs (2005).
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specific types of crime (e.g. theft of motor vehicle) and when combined with other
preventative measures (e.g. improved lighting, fencing, publicity/notices about CCTV,

increased security personnel etc).

The most comprehensive evaluation of CCTV undertaken by Martin Gill and Angela Spriggs
for the Home Office in 2005 reinforces these arguments, pointing out that certain types of
offences are more affected than others. Their meta-analysis of fourteen individual CCTV
sites in the UK found that the cameras had ‘no overall effect on all relevant crime viewed

collectively’'*’

, although there was evidence of better outcomes for vehicle crime in seven
out of the fourteen sites. Even where there was evidence of ‘success’, there were still
questions whether the effect was 100% down to CCTV and not to other intervening variables.
For example, the decrease in vehicle crime in one site could have influenced by changes to
parking regulations, or the reduction in burglary rates in one site could have been a result of

displacement in an area adjacent to the target area'*.

Evidence of offender deterrence is even more limited. Exploring offenders’ perceptions of
CCTV and their perceived risk, Short and Ditton (1998) found some positive results
indicating that some crimes might have been stopped because of offenders being deterred
from committing offences. More recent evidence'"! suggests that generally offenders do not
perceive CCTV as a threat, unless if they have been caught on camera. But more research is

needed in this area to draw more valid conclusions about CCTV’s deterrent effect.

2.8.2. What do we know about the impact of ANPR?

What about ANPR? Police officers and ministers alike believe in ANPR’s potential and

benefits in the fight against crime and terrorism:

‘Although it is only one policing tool, ANPR has uses in a range of areas, including tackling
volume crime, serious & organised crime, counterterrorism, and in intelligence gathering. It
has also proven a great asset in tackling the ‘underclass’ of vehicles that are incorrectly

. . 142
registered, untaxed and uninsured’ ™.

"% Gill and Spriggs (2005: 33).

0 Gill and Spriggs (2005: 42).

! Gill and Loveday (2003).

2 David Blunkett, October 2004, quoted in the ‘Laser 2’ evaluation (Home Office, 2004d).
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But are these beliefs well founded? Is there valid evidence supporting the effectiveness of
ANPR in preventing, responding to, and reducing crime? Following the theoretical
framework for ANPR discussed earlier in this chapter, we have seen that ANPR has the
potential to reduce crime by increasing the risks of identification and detection of potential
offenders or by deterring/de-motivating potential offenders from committing crime, at least in

areas covered by ANPR.

2.8.3. The impact on the Criminal Justice System: ANPR-enabled intercept teams

Evidence about the effects of ANPR in the Criminal Justice System, including evidence of its
impact on response times, rates of detection apprehension is more comprehensive than the
evidence about ANPR’s impact on crime. The question of the effectiveness of ANPR has
been addressed in four independent evaluations (‘Laser’)'**. These studies looked primarily at
ANPR’s effectiveness in the context of operational policing and ANPR-enabled intercept

teams.

The most significant emerging finding was that ANPR had a positive effect on the police’s
ability to identify offenders and disrupt their activities. ANPR outcomes were impressive in
terms of the arrest capabilities of intercept teams and their ability to increase the number of
Offences Brought to Justice (OBTJ). OBTJ represents a measure of effectiveness of the
Criminal Justice System, in particular the police and the courts’ effectiveness in dealing with
crime. It was concluded that ANPR teams produced an average of six to seven times the
national average arrest rate per officer and two to three times the number of OBTJ compared
to conventional policing - which was believed to have improved the cost effectiveness of
ANPR as well'*. ANPR’s potential to speed up the Criminal Justice Process was also
highlighted, for example it was estimated that the time taken for ANPR arrests to reach
conclusion was on average lower than for arrests resulting from normal policing methods.
Anecdotal evidence suggested that the time taken to clear up an offence was also reduced, as
ANPR was believed to increase the likelihood of offenders pleading guilty once they have

been told they’ve been caught on camera'®.

' These were conducted by PA Consulting Group (Laser 1, 2 and 4) and Hartley McMaster (Laser 3) and
commissioned by the Home Office PSU, ACPO and HMIC. See Home Office (2004d).

144 Home Office PSU (2002).

> However, more research is needed to draw this type of conclusions. In the case of CCTV for example, it has
been shown that those who were caught on cameras were more likely to enter a guilty plea. A study in
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The ‘Laser 4’ evaluation indicated that the use of dedicated ANPR vehicle intercept teams by
all forces in England and Wales and of ANPR fixed site infrastructure has resulted in a
considerable number of arrests (20,592 individuals), some of which included Prolific or
Priority Offenders (PPO). The study found that ANPR helped towards the reduction of
vehicle theft (through the identification and recovery of 2,021 stolen vehicles) and of motor
offences (through the identification of 52,037 vehicle related document/motor offences and
the seizure of vehicles as a result of the detection of these offences, i.e. 41,268). For a

summary of results emerging from the four ‘Laser’ evaluations, see Table 2.3 below:

Table 2.3 A summary of results of Project ‘Laser’ (2002-2007)*

Offences brought
Document Vehicle
Project/Year/Number of forces Arrests to justice per
Offences Seizures
FTE**
Laser 1/2002/9 forces 3,071 n/a n/a n/a***
Laser 2/2003-04/27 forces 13,499 30,620 n/a 21
Laser 3/ 2005-06/43 forces 18,643 40,704 20,744 29
Laser 4/2006/07/44 forces 20,592 52,037 41,263 21

*Source: PA Consulting Group (2007: 13)
**FTE stands for full time equivalent

***The ANPR arrests were followed through the criminal justice system in Laser 2-4

2.8.4. ANPR’s benefits beyond intercept capability: intelligence and crime
investigations

The existing evaluations tend to show that ANPR is most useful in tackling volume crime and
when used to respond to criminality in real time through intercept capability. However,
ANPR’s potential is much greater than this. The massive recording and storing of data means
that analysis helpful to a variety of situations can be facilitated, from proactive intelligence-
led operations to post-incident investigations. Analysis of ANPR data can identify past,
present and possibly future patterns of behaviour or possible threats. If properly linked to a
force intelligence system, ANPR data can be analysed to provide vehicle patterns and

geographical profiling, which would bring valuable information into an investigation and

Newcastle reported that since the introduction of a 16 camera system in 1992, there has been 100% guilty pleas
(Brown, 1995).
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helping towards the identification and arrest of suspects. By conducting location time
analysis, sequential pattern analysis, convoy analysis and post-incident analysis, investigating
officers could research and identify the movements of a vehicle, potential suspect(s) and

. .. . 146
accomplices, victims and witnesses .

ANPR is believed to improve the quality of investigations and save time, a crucial element in
an inquiry, particularly when investigating serious crimes. ANPR systems have already led to
significant breakthroughs in major investigations, for example the investigation into the fatal
shooting of British Police Constable Sharon Beshenivski, who was shot dead in 2005 during
a robbery in Bradford, Northern England. The CCTV network was linked in to the West
Yorkshire Police’s ANPR system in Bradford North (also known as the ‘Big Fish’), which

was a crucial element in the identification of suspects.

As indicated above, the ‘Laser’ evaluations (particularly Laser 1-3) focused on ANPR’s
effectiveness as an intercept tool. However, new developments in the national infrastructure
increased the scope and range of ANPR use beyond roads policing. The investigative and
intelligence use of ANPR are becoming increasingly important in the current political and
national security context. The thinking behind policing strategies at a national level is to find
more comprehensive ways to effectively address terrorism and serious and organised crime.
This involves embedding ANPR into mainstream policing and using it more as an aid to
crime investigations and as a means of developing intelligence. The latest evaluation (Laser
4) aimed to identify some of these benefits in terms of intelligence and investigation. By
including the results of a ‘Thematic Review of the use of ANPR within Police Forces’, the
study concluded that ANPR has the potential to provide significant benefits to the
intelligence and investigative police functions by:

® Increasing the efficiency of surveillance;

* Improving intelligence products;

¢ Providing information on witnesses and suspects linked to major investigations and

¢ Providing intelligence for proactive operations to disrupt organised criminal activity.

However, the study was limited by the small number of respondent forces (N=8) and the lack

of evidence supporting these claims.

146 Investigator’s Guide to ANPR (ACPO, 2006a).
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2.9. Research limitations and implications: some useful questions for further
investigations
Existing research highlights the multiple ANPR benefits to the police service, but it is, to a
certain extent, limited in both scope and quality. The ‘Laser’ studies have demonstrated a
number of ANPR benefits, although at times conclusions have been too easily drawn from
anecdotal evidence. The potential benefits were not always evaluated, rather they were
suggested as possible outcomes. There has been too much focus on results generated from the
use of ANPR with dedicated intercept teams - and most quantified benefits relate to such use.
Thus the intelligence and investigation benefits of ANPR are not proven to the same extent as
the intercept benefits. There are also issues regarding the validity of the results, in particular
the correctness of inferences about cause and effect, i.e. whether ANPR really did cause a

. 147
change in the outcome

. The use of control groups appears inadequate and most results are
inappropriately presented (e.g. number of offences, detections, rather than percentages),
which sometimes are misleading or confusing when it comes to force size, population, crime

type etc. These limitations call into question the validity of these studies.

Moreover, the investigative use of ANPR data has been largely overlooked and under-
researched. ANPR systems can produce enormous amounts of data which can be difficult to
process and analyse and there is a gap in research and knowledge about how can this data be

utilised to enhance intelligence policing and overall police effectiveness.

Although existing evaluations add to our understanding of how ANPR works, there is limited
evidence regarding ANPR’s impact on crime, fear of crime and public reassurance. Not only
are the evaluations looking at ANPR’s effectiveness limited, but also there is no other
academic study examining these aspects. The ‘Laser’ studies indicate that ANPR is useful
with regards to motor offences or some aspects of volume crime, but they fail to indicate how
ANPR works in a wider area of criminality. According to the latest ANPR Strategy for the
Police Service'*®, the primary justification for the use of ANPR is to reduce crime, yet there
is no clear evidence as to whether it does so. Another important ANPR objective is to
increase public confidence, which is an area that has been completely overlooked by current

research.

"7 Shadish, Cook and Campbell (2002).
148 ACPO (2007).
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Given the extensive developments in surveillance technologies in the UK, there is a clear
need in future evaluations of ANPR to investigate its wider socio-political and ethical
implications, in particular what the public considers to be legitimate levels of surveillance

and any concerns they hold about the potential impact on civil liberties.

In light of these considerations, it is possible 